12/21/2015

Risk vs. Resilience:

Similarities and Differences
" Known, quantifisble |

threats

Igor Linkov, PhD

Risk and Decision Science Focus Area
Lead, USACE, ilinkov@yahoo.com

Adjunct Professor, Carnegie Mellon
University

Professor of Practice, University of
Connecticut

Aspen Global Change Institute,
December 2015

RiIs

Unknown
Uncharacterized
Low-probability

Events

Resilienc

Outline
* Resilience vs Risk

« Known Threats vs Unknown Threats and Critical Functions

» System vs. Component
» Temporality

» Science of Resilience?

— Qualitative/Process
* Resilience Abilities
* Resilience Properties
— Quantitative
» Metrics
* Indices

 Matrix/Integration
» Network Science

* Resilience and Risk — Ways to Integrate

 USACE Approach




Risk Assessment Formulation

A~ N\
B What are the
\ B consequences?
\’vv
Component vs. System
(inspired by Jamaica Bay, NY) ,
Bay

Calculate needed
height of seawall or Ocean
dune

RA — Focus on Finding Weak Link:

After Rosati et al., 2015
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Management at System Level

Raised
infrastructure

Stockpile of f
Potential for sand in case ,

breaching  of breach
from bay

Bay

shorelines

Reef to
break
waves
¢ Anticipate weak links and be ready to recover. Ex: sand to close new inlets.

* Provide diverse and redundant protection. Ex: buried seawall AND beach/dune system.
® Ensure availability of alternate networks. Ex: multiple electrical power circuits.

* Provide accessible information for rapid decision-making. Ex: raised homes,
evacuation routes

After Rosati et al., 2015

Critical Function — Stakeholder
Engagement

= System has multiple functions, but not all of
them are equally important
» Stakeholder elicitation is required
» Prioritization of project alternatives
» Values, preferences
» Public education

“We want to include you n this discussion without letting you aftect it”
o
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The White House

Office of the Press Secretary

Resilience:

Political Importance and Challenge

Executive Order:
"resilience" means the ability

For Immediate Release

Security and Resilience Month, 2013

0«4 to anticipate, prepare for, and

Presidential Proclamation - Critical Infrastructure | adapt to changing conditions
and withstand, respond to, and

CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE MONTH, 2013 recover rap I d |y fro m

disruptions.

BY THE PRESIDENT OF THE UNITED STATES OF AMERICA

A PROCLAMATION

Over the last few decades, our Nation has grown increasingly dependent on critical infrastructure, the backbone of
our national and economic security. America's critical infrastructure is complex and diverse, combining systems in
both cyberspace and the physical world - from power plants, bridges, and interstates to Federal buildings and the
massive electrical grids that power our Nation. During Critical Infrastructure Security and Resilience Month, we

resolve to remain vigilant against foreign and domestic threats, and work together fo further secure our vital assets,

systems, and networks.
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Risk Assessment is
one part of Resilience

Risk

Analysis
Plan /,-” Adapt
Critical gt
Functionality B S8
E a System
v Resilience
Time

After Linkov et al, Nature Climate Change 2014

Importance of Recovery

Risk
Low High
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Traditional risk management focuses on planning and reducing
vulnerabilities. Resilience management puts additional emphasis
on speeding recovery and facilitating adaptation.

After Linkov et al, Nature Climate Change 2014
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Risk-Resilience Integration

Goal Identificatio_n and Problem
Framing Management

What are the goals,
alternatives, and
constraints?

Risk Characterization

What are the risks relative to a
threshold? How do they compare
to other alternatives?

Decision Model

Modeling

What are the criteria and

metrics, How do we measure Physical/Statistical Model

decision-maker values
What is the hazard?
What is exposure?

Metrics Generation and

Alternative Scoring Data
How does each alternative o
score along our identified Collection

criteria and metrics?

Data Collection

What are fundamental
properties/mechanisms
associated with each alternative?

Linkov et al., 2014

Resilience Abilities for an Organization

Four resilience abilities ﬂ
Knowing what to do,
being capable of doing it. Finding out and
knowing what to
o =
Knowing what has Knowing what to c=
happened look for (indica® ~= | Tt
RESPOND I
—1— Excellent
— satistactory
- 2 i E = Acceptable
After Hollnagel, 2011 S I I
IFI a .5 5 -T- Dell:ieﬂt
[ e A amomte |
Excellent -9 £F 2 E
- =8 8 3
Salriaigy 1 Z-'g -
Acceptable —— = 3
Unacceptable ——
Deficient =
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Resilience as a Process

new system stresses are incorporatedinto
current understanding.

foresee
possibilities

Resilience is better

understood as a series of

interacting processes than a

property of state. Resilience

Processes

More like a verb, and less

like a noun. response taken after information

from sensing and anticipation are

incorporated into understanding.
Learning is the process by
which new knowledge

is created and maintained by Figure 5.2. Schematic representation of the recisive process which

observation of pas‘t actions leads to emergence of resilience in complex systems. The arrows in the
figure do not necessarily mean a particular sequence betwean linkad
processes (Park et al., 2013)

Process for Social-Ecological Resilience

Meant for resource management and
planning stakeholders

Workbook guides stakeholders through
5 steps of resilience assessment:
» Defining your system
» lIdentifying alternate states and thresholds
» Evaluating dynamics based on system cycles
>
>

Probing the system’s adaptability N N A I I I N

Planning interventions '
Qualitative resilience assessment helps
to frame current state of system, EEEs—— | =
identify desirability of possible changes
in system states and functions, and
determine disturbances of concern.

. httb://Www.éustehtabiIidad.Llai.
edu.ar/pdf/cs/practitioner_work
book 1.pdf
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Resilience as 3R, 4R, 5R...?

Figure 1 What is resilience?

Macro System

Subsystems

Components of Resilience

Source: World Economic Forum

Cou

Robustness

Redundancy

Resourcefuiness

Robustness

Resourcefulness
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The Disaster Resilience Scorecard for Cities

Engage, Share Understanding and Coordinate

11: Put in place organization and coordination to understand and reduce disaster r
civil society, Build local alliances. Ensure thart all departments understand their role in disa

This section of the scorecard will help you assess the structure and governance of the various act
prediction, mitigation, response, restoration and recovery. It loaks “top-down”, on the coordina
that may be involved; “boftom up”, on the management of and engagement with grass roots disa.
intagrafion with other initiatives that may have a disaster resilience impact.

Data you will need to answer this section of the scorecard will include: organization charts; list
applicable, MOUs and other role descriptions for each arganization concerned: names of key inc

from the arganizations concerned.

SubjectTssue Tiem measured [ Tadicative Measurement [ Tadicative Measux
1.1 Organization | 111 Co-erdination of a1l Fresence of organizationsl chart | 5 — Single point of
relorramt mns_avame nbmming i | Ansmmontine e awd rale | avicee i sevaer =

and coordination

Resilience
Metrics

K Table 1. Recommended core performance metrics by coastal feature for Department of the Interior Resilience projects funded through
o the Disaster Relief Recovery Act of 2013
A Recommended Core Performance Metrics

Page 5 of 56

Natural and Artificial
Coastal Features

Primary Objectives and Ecosystem Services

Beach System:
Beach/Barrier
Island/Dune

Beaches and Dunes:
1) Restore or improve beach habitat to enhance
resilience of fish, wildlife, and plants, and their habitats
(€.£., spawning, Migration stopovers, critical habitats)
2) Restore/improve dune habitat to enhance resilience
of coastal infrastructure by reducing flooding extent
and attenuating wave energy

3) Improveysustain beach/barrier island ecosystem and
community resilience to storm surge events

4) Enhance understanding of natural system dynamics
including immediate storm responses, natural recovery
from disturbance events, and natural adaptation
capacities and tendencies.

5) Improve recreation/aesthetics

Breaches:
1) Manage breach occurrences to maximize habitat and
hazard mitigation benefits at least cost

Beaches and
Biotic

» Vegetation cover of dunes pre and post event

* Fish and wildlife population/ recruitment/
overwintering/stopover weight/health relative to other mitigating
factors (e.g. other threats throughout range: site and species
specific)

es:

Abiotic
* Post-storm volume of sand in the active shoreface
* Recovery rates of beach and dunes

Structural/Engineering
» Beach width, elevation, volume, shoreline position (post-event)
* Dune characterization (height, width, length, texture, substrate)

Breaches:

Biotic

* Fish and wildlife population/ recruitment/ overwintering/
stopover weight/health changes relative 1o other mitigating
factors (e.g. other threats throughout its range: site and species

specific)
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DHS Disaster Resilience Index

Demographic data as indicators of scale of vulnerability and

resilience/ ability to recover quick

ly.

Metrics in categories of : {
social, economic,

institutional, .
infrastructure, and | —2
community.

All categories equally

weighted.

Regional assessment,
county level resolution.

Spatially reported results,

All hazards assessment

Disaster Resilience

comparative. .0

Maders

I ioh -5 50

1.5 5. Dov)

te (0.5 0.5 51, Dev)

Dev) rl -

FEMA Disaster Resilience Index

» Community member awareness and vulnerability survey
» Potential hazard severity identification

Strength of social systems

Relative importance of community

structures

Rate general mitigation measure =

on level of effectiveness or
feasibility to improve each
community component

Guidance on developing specmc

mitigation actions.

Supplements: specific hazard
probability, functional loss, and
cost calculator; local all-hazards
risk assessment

http://www.dhses.ny.gov/oem/mitigation/documents/fema-local-

mitigation-handbook.pdf
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NOAA Community
Resilience Index

» Identify past and expected storm
strength for benchmark scenarios.

« Checklist of likely losses to critical
infrastructure and facilities under
each scenario.

» Expected level of recoverin 1
week.

« Business recovery,
« Strength of social systems
» Existing plans and agreements

* Rank resilience in each category
as High, Medium, Low.

* No relative weights
* Local Government Use
» Specific to coastal storms

Special Flood
Hazard Area
(SFHA)

Infrastructure or
facility functions
after disaster

Bad Storm
Scenario |

Future Storm
Scenario 2

Exampie-Power grid

Section A: Critical Infrastructure

Wastewater treatment
system

Pover grid

Vater purffication
system

Transportation/
evacuation routes

Total check marks
for Section A:

Section B: Critical Facilities*

City Hall or other local
government building(s)

Folice station or other law
enforcement building(s)

Fire station(s)

‘Communications main
office or substations

Emergency
operation center

Evacuation shelter(s)

Hospital()

Critical record storage

Total checlc maric for
Section B:

Nature Conservancy

Coastal Resilience Mapping

Tool
* ESRI powered geospatial analysis
tool

* Pre-loaded map layers of relevant
demographic and ecological data

* 4 apps available for decision making

purposes
— Flood and Sea Level Rise (future projections)
— Habitat Explorer (weighing habitat importance)
— Community Planning (current data map layers)
— Future Habitat (projected marsh advancement)
* Local decision-makers and planners
in coastal communities

* Used for land management and
wetland preservation prioritization

http://maps.coastalresilience.org/ct/
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Weaknesses of Existing Methods

= Assessments built in ad-hoc manner based on
specific expertise of agency.

» Most agencies efforts are not framed in context of
larger system. These efforts are each components
of the necessary changes.

= Assessments do not explicitly consider uncertainty

= Assume future impacts will reflect past impacts and
that locations of past events will be equally
important in future events.

= Tools largely assess vulnerability through risk
metrics rather than assess resilience through
capabilities to absorb, recover, and adapt.

Resilience Matrix Approach

Resilience Matrix:

Analyze the functionality of each domain of the system across each stage
of the event timeline

Prepare Absorb Recover Adapt

Physical
Information
Cognitive
Social

» Uses general metrics for measuring relative system resilience
+ Different from vulnerability assessment — threats unknown

» Useful for identifying weak areas and prioritizing investment to
improve overall resilience

From Linkov et al, Env. Sci. & Tech 2013

12/21/2015
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Assessment using Decision Analysis

Selection of Alternatives m Comparative Assessment

Time —_—
= b, i) I, K+
S S—— s>
v L 17 1~
Physical y‘
o
Alt. 1 g
b Threshold
Information 2
Cognitive V
Alt.2
Baseline Alt. 1 Alt. 2+
Al 3
(y B
Saclal S 5 5888 58
AlL3

Figure 5: Comparative Assessment of Resilience-Enhancing Alternatives

Use developed resilience metrics to
comparatively assess the costs and
benefits of different courses of action

How it works: Project Evaluation

» Baseline assessment can be used to evaluate proposed

projects
Physical
Information 43
Cognitive
Social
Project 1 Project 2
Prepare Absorb  Recover  Adapt Prepare Absorb  Recover  Adapt
Physical +10 +18 +9 +32 Physical
Information +8 +17 Information +5 +15 +22
Cognitive Cognitive
Social Social +3 +12 +21
Prepare Absorb Recover Adapt Prepare Absorb Recover Adapt
Physical 81 34 69 42 Physical
Information 4l 45 38 Information
Cognitive 90 49 38 51 Cognitive 47
Social 82 54 52 Social

*Projects may have (+) or (-) in other matrices

12



Resilience Quantification
through Network Science

Compressor Part
Station Elactric Power
h_\‘ + .
OilGas g
Fuel Supply Sueumion
Transpartation

Communications gk
End Office / Tranagon

Emergency

 S— Sorvices
Water Nl
Call Center
Gavernmen t
- Services
S
-
Banking g o
. ance Facersl il
and Finance Crodk ATM . laguatie s
Processing ity Trnsory
Center -
cross the coonomy. Schematic showing the interconnectad infrastructuncs
cies. SOURCE: Depantment of Homeland Security, National Infrastruciurne

winprevprotprograms/editonial_0827 shim

Resilience Quantification

» Based on NAS Definition
» Widely Applicable
A

—

= == (Critical functionality

- Sinactive

Sactive

System's performance
(nodes/links state)

o

>

o

Time Tc
active
R =

Sactive +S5 inactive
26 After Ganin et al., Nature Scientific Reports, 2015

12/21/2015
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Generalized Form of Resilience

System’s critical functionality (K)

Network topology: and links (£)

Network adaptive algorithms (€) defining how
nodes’ (links’) properties and parameters change
with time

A set of possible damages stakeholders want the
network to be resilient against (E)

R=f(V,LCE)

27 After Ganin et al., Nature Scientific Reports, 2015

Case:Linux Packages
Network

libcé libdbus-1-3 multiarch-support

Subnetwork of Linux
packages dependencies
network (right) and
resilience profiles (bottom)
for guided and random
attacks on nodes

libsndfile:
e

qemu-utils ~ libvirt-bin ‘libpulse0
. v ®

ubuntu-virt-server libsdl1 2debian
') 0
14 1.0000
PeLod
x -~ ,i;g‘ X
- P -0.9998
208 Y =
g e cesrrs® A g 0.9996 1
= i =
i Y 0.999
Soal 1% Sa e doxauth, R= 0,99 c 0o
= [ iw ----e- 2 libstdc++6, R = 0.907 = 09092
g“ H id ~-aee- 3.libeB, R=0.729 8
z LX) ] .-@--- 4. gec-4.6-base, R = 0.724 E 09990
o (&)
00 0.9988
0.0 0.2 l)d‘ . 08 08 1.0 0.0 02 04 0.6 0.8 1.0
Normalized time, t/ To Normalized time, t/ T¢
28 After Ganin et al.,aNature Scientific Reports, 2015 b
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Risk/Resilience Integration?

Resilience as... goal of risk management:
Many documents describe resilience as the overarching goal of protection policies and risk management as the
method to achieve this goal. Resilience replaces or complements the concept of protection, which was previously
defined as the goal of risk management activities.

part of risk management:

Resilience is understood as a part of risk management. Activities to strengthen resilience are needed in order to deal
with the so-called “remaining risks", i.e. risks that have not been identified or underestimated and are thus not
covered by appropriate protection (preventive) measures.

alternative to risk management:

Challenges the traditional methods of risk management and promotes resilience as a new way of dealing with risks
in @ complex environment. It is argued that a probabilistic risk analysis is not an adequate approach for socio-eco-
nomic systems that are confronted with non-linear and dynamic risks and are themselves characterized by a high
degree of complexity. Instead of preventing risks and protecting the status quo, such systems should enhance their
resilience by increasing their adaptive capacities.

Focal Report 7 by Manuel Suter (2011) on Resilience and Risk Management in Critical Infrastructure Protection Policy:
Exploring the Relationship and Comparing its Use
http://www.css.ethz.ch/publications/DetailansichtPubDB?rec_id=2207

Risk as Prepare/Absorb?

Recover |
«-L*_‘

12/21/2015
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m
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Critical Functionality Adaptation to

1 System meeting l

critical functionality

Risk Funct

VO ==+
System Functionality

Unknown

improve

! r—

functionality and resilience

Plan/Prepare I Absorb I Recover

Adverse Event Occurs

Adapt

> Time

- Co-funded by the European Union under H2020 DRS' 07-2044

RESOLUTE Solution

Crowd

Knowledge base

Behavior =
Urban Semantic processing

Algorithms/ 5 Profile
Models L T T Management

CRAMSS
Emergency Game based

Resilinece Resilience Support APP Training APP
Assessment Management

External Systems

Paolo Nesi, Emanuele Bellini, UNIFI
DRS7 Coordination meeting
Bruxelles, 15 Sepiember,

Citrix

12/21/2015
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Risk/Resilience Standards?

Internal
control
system

Business
conti-
nuity

Environ-
mental

manage-
ment

Policy and
Strategy of
Organization

Security
manage-
ment

Risk &
Resilience

Laws,
Protocols,

1SO Guide 72:2001 Guidelines for the justification and development of management system standards

>

1SO 31010: Methods

Risk & Resilience???

ourtesy of A.Jovanovic

Resilience: From Inspiration to
Operation

| Social e 1
Physical

o@ﬁ _____________________ I

I

) 2. Framework (e.g., N |

1. Inspiration”” Resilience Matrix, Network . 3.Operation;
! Science ‘\ n st o

Prepare Absorb Recover Adapt ! . £

Physical :

Information ,:" e
Cognitive / =t
Social ,J/

12/21/2015
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spiration: USACE Resilience Strategy

What is Resilience?

“the ability to anticipate, prepare for, and adapt to changing
conditions and withstand, respond to, and recover rapidly from
disruptions." Executive Order 13653

Resilience in Action: Plan, Absorb, Recover, and Adapt

= av
CS: 31,000 miles-of|
coastline studied

Why Resilience?
Resilience is a proactive approach to reducing damages,
preventing losses, and shortening critical recovery times = —

USACE projects prevented $13 B of damages in 2013; average
annual damages avoided, 2004-2013, is $48 B.

Ford Island, Joint Base Pear}
Harbor m NetZero Site
2

USACE'’s Approach to Resilience
Mainstream project lifecycle resilience enterprise-wide to improve :';""" P
system and community resilience
Examples: North Atlantic Coast Comprehensive Study
Naval Station Norfolk

USACE Support
to Silver Jackets

New Orleans Hurric torm
Damage Risk Reduction System

USACE Support to Community Resilience

With our partners, USACE provides projects, resilience
assessment tools, data, and other resources

Examples: USACE Support to Silver Jackets
Studies & Projects in Jamaica Bay, NY

Drought Contingency
(picture: Folsom Dam, CA)

Framework

= Tiered Framework

Prepare Absorb Recover Adapt

Assessment
Linkov et al. (2014)
=Tier 2 — Coastal System

Infrastructure
Assessment

Rosatiet al. (2015)
=Tier 3 — Risk and

Resilience Bayesian
Network Analysis

Schultz et al. (2012)

Physical

Information

=Tier1 - Community b= Planning Cognitive
System-Scale + Rapid relative assessment of Sacial

alternatives for 3x3x3 studies |

* Qperations & Maintenance

= Dredging & placement; structure
rehabilitation; timing of multiple ac

» Engineering & Construction

- Optimization of engineering designs,
adaptation measures & system
operations

After Rosati et al, 2015

36
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Operations

= Resilience PDT

|

= Goals and indicators of
improvement

* |nvolvement and input
from all major
subordinate commands
(MSCs)

37

* Living document to
capture best
practices and

Roadmap to Mainstream

Resilience

b FY2016

ORAFT a3 0f 18.0CT 15

US ARMY CORPS OF ENGINEE

@ ESILIENCE EFFORTS

Future: Evolution of Approaches for
Flood Risk Management

o, Sayarsat ef, AM2

Manage
71 . resilience?
Live with Usethe Control
floods floodplain floods * Not all
+ Individuals and « Fettilelandin « Large scale damages « Katall problems
emall floodplzinis structurzl « Arecognition problems are need to be
il for approaches that equal
ﬂdzlpﬂ? food are engineering + Risk solved
nature’s production. implemented manas t
thythm. « Permanent through J ﬁ::::u;i isan me * Systems
communities organize . and efficient
develop on the govemance EEOG';IQQME mzanste .approac.h &
floodplein. resilience of mazimize the Integratlon of
communties penefitof communities
chould a flood .
. Nvesment. is the key

Canage )

e
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Framework —Science of Risk and Resilience

Top-Down

Resilience Assessment

Goal Identification and Problem
Framing

What are the goals,
alternatives, and
constraints?

Decision Model

What are the criteria and
metrics? How do we measure
decision-maker values?

Metrics Generation and
Alternative Scoring

How does each alternative
score along our identified
criteria and metrics?

Management

Modeling

Data
Collection

After Linkov et al., 2014

39

Bottom-Up

Risk Assessment

Risk Characterization

What are the risks relative to a
threshold? How do they compare
to other alternatives?

Physical/Statistical Model

What is the hazard?
What is the exposure?

Data Collection

What are the fundamental
properties/mechanisms
associated with each alternative?

Future Meeting

Resilience-Based Approaches
to Critical Infrastructure

Safeguarding

NATO Workshop
26-29 June 2016, Azores, PORTUGAL

12/21/2015
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